Abstract Cyber security assessment is the process of determining how effectively an entity being assessed meets specific cyber security objectives. Cyber security assessment helps to measure the degree of confidence one has and to identify that the managerial, technical and operational measures work as intended to protect the I&C systems and the information it processes. Recently, needs for cyber security on digitalized nuclear I&C systems are increased. However the overall cyber security program, including cyber security assessment, is not established on those systems. This paper presents the methodology of cyber security assessment which is appropriate for nuclear I&C systems. This methodology provides the qualitative assessments that may formulate recommendations to bridge the security risk gap through the incorporated criteria. This methodology may be useful to the nuclear organizations for assessing the weakness and strength of cyber security on nuclear I&C systems. It may be useful as an index to the developers, auditors, and regulators for reviewing the managerial, operational and technical cyber security controls, also. 
Introduction
Whole industries including nuclear power plants are switching to computer-based technologies due to the rapid development of computers and information processing technologies. With the rapid expansion of computer-based technologies, those application to nuclear power plants has raised many questions regarding their safety and reliability. Recently, new and deep concerns about the cyber-security of computer based instrumentation, control, and information systems in nuclear plants were raised.
There is a need to formulate a structured set of cyber security programs on instrumentation, control and information systems in nuclear power plants to protect the critical systems against cyber attacks.
Nuclear I&C Systems Uniqueness
Traditionally, I&C systems had little resemblance to traditional IT systems in that I&Cs were isolated systems running proprietary control protocols using specialized hardware and software. However, widely available, low-cost Internet Protocol (IP) devices are now replacing proprietary solutions, which increases the possibility of cyber security vulnerabilities and incidents to I&C systems. [5] This is why the cyber threats that exploit the Information Technology (IT) fields are fast changing and evolving scenario.
This may increase the vulnerabilities of safety I&C systems, and loss of availability of those systems may harm to the safety function of nuclear power plants for the cyber threats. That may bring significant consequences to the facilities and also to the public health. Following to this brief case, the need to secure the digital I&C systems from cyber threats is increased as a point of safety of nuclear facilities.
[ 
Cyber Security Assessment
Cyber security assessment is the process of determining how effectively an entity being assessed meets specific cyber security objectives. [5] It is essential to know the strengths and weaknesses of the I&C systems against cyber threats that can exploits its electronic This means care should be taken for applying the existing references to the nuclear I&C systems, and considering the migration is required. For example, higher priority of confidentiality attribute in IT fields, such as protection of disclosing personnel information, is not the goal of nuclear safety.
Development of Assessment Questionnaires
This section presents the development of qualitative cyber security assessment questions which are appropriate to nuclear I&C systems with five categories (managerial, technical, physical, personnel, and policy aspect) to determine its cyber security status. These categories are Cyber security policy should be approved by management, published, disseminated and announced to all employees and external parties. As a highest level of dictation for the cyber security of nuclear I&C systems, it should be reviewed and assessed periodically. There are thirty-six (36) questions in the survey that aims to evaluate whether it is proper to evaluate the cyber security policy. given greater value than the other aspects.
Assessment Methodology
In one category, it could be classified into more several specific areas, except the technical controls for the reason of reducing the complexity. Figure 3 shows the determination of relative weights to the each cyber security category. Table 2 as an index of cyber security.
[ Table 2 ] Table title 
Demonstration of Assessment
This section presents the development of a software tool that uses the suggested qualitative cyber security assessment methodology and its demonstration with developed software tool. Table 3 shows the simple demonstration results based on relative weights.
[ Figure   5 shows the reporting page of softwar tool that contains result in radial chart as figure 6 , and overall result and recommendation of the assessment as figure 7.
[ Fig. 4 ] sample page of managerial aspect This methodology and software tool is suggested for assessment of the overall and general cyber security status, but not for the specific. This means that the ways of detailed evaluation on each questions and development of countermeasures is the further duties.
Conclusions
Cyber attacks to nuclear I&C systems may results in endangerment of human and environmental safety. This is why nuclear I&C systems, especially those which perform the safety function, shall be protected from cyber attacks.
This paper suggests simple qualitative methodology of cyber security assessment which is appropriate for the nuclear I&C systems. Presented here are a total of 162 questions classified into five categories through several considerations of characteristics on nuclear I&C systems.
A simple way of evaluating the answers is presented through relative weights in which the results show the overall cyber security status for each category and of the systems as a whole. A demonstration of the cyber security assessment with the developed software tool based on the suggested methodology was also presented.
As the lack of practical methodology on cyber security assessment of nuclear I&C systems, proposed methodology in this paper might be useful as a cyber security index at an initial phase of system development life cycle and operation for the nuclear organizations to assess the strength and weakness of cyber security on nuclear I&C systems, and to the developers, auditors and regulators as well.
Based on proposed methodology, development of methodology of assigning detailed cyber security countermeasure on each category is needed as a further research.
